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Private Sector vs Government

Eye of the Lion Two Issues
* Ownership: Government Agency or
0IG
* Good or Bad News when you find
fraud in a Government Agency?

FedEx.

Express"

Red Flags for Internal Fraud

Introduction

There was fraud occurring under your nose and you didn’t even
see it. Why didn’t you see it? or better yet, why didn’t you
recognize it?

Recent surveys conducted by the Association of Certified Fraud
Examiners (ACFE), occupational fraud substantially increases
businesses costs.




Red Flags for Fraud

What is Fraud?

ACFE defines occupational fraud as “the use of one’s
occupation for personal enrichment through the deliberate
misuse or misapplication of the employing organization’s
resources or assets.”

What is the nature of Fraud or what can be used to describe the
nature of Fraud?

Opportunity

The Fraud
Triangle

Rationalization
Pressure

n

Red Flags for Fraud

Opportunity is an open door for solving a non-shareable problem in
secret by violating a trust. Opportunity is generally provided through
weaknesses in the internal controls. Some examples include inadequate
or no:

e Supervision and review
e Separation of duties

¢ Management approval
¢ System controls

The opportunity to commit and conceal the fraud is the only element
over which the local government has significant control.




n

Rationalization is a crucial component of most frauds because most
people need to reconcile their behavior with the commonly accepted
notions of decency and trust. Some examples include:

¢ “| really need this money and I'll put it back when | get my paycheck”
¢ “I'd rather have the company on my back than the IRS”

e “| just can’t afford to lose everything — my home, car, everything”

Red Flags for Fraud

Contributing Factors to Fraud

e Poor Internal Controls

* Management override of internal controls

e Collusion between employees

e Collusion between employees and third parties

How are fraud Discovered

® 34.2% through tips

® 25.4% by accident

® 20.3% through internal audits
¢ 20.1% not discovered




What is a Red Flag?

* A Red flag is a set of circumstances that are unusual in nature or vary
from the normal active

* It is an indication that something is potentially wrong

* Red flags do not indicate guilt or innocence, but are warning signs that
there may be an issue.

* Do not ignore red flags — fraud studies have indicated that red flags
were always present in cases reviewed, but were either not recognized
or were not acted upon when discovered.

* Once a red flag is discovered, it should be acted upon, sometimes its
only an error and no fraud has been committed

* Responsibility for follow-up investigation of a red flag should be
placed in the hands of a measured and responsible person.

Types of Red Flags and Fraud

* General Red Flags. Red flags that are common to most types of fraudulent
activity can be categorized as:

* Employee Red Flags.
* Management Red Flags

*Before we give you examples of employee and management red flags, it is
important to understand more about employee and organizational profiles
of fraud perpetrators.

e

Types of Red Flags and Fraud
* Fraud Perpetrator Profile :

* The majority of occupational fraud cases (41.2 percent) are committed by
employees. However, the median loss for fraud committed by managers was
$218,000, which is almost three times greater than the loss resulting from an
employee scheme. Approximately 61 percent of the fraud cases were committed
by men. The median loss resulting from fraud by males was $250,000, which is
more than twice the median loss attributable to women.

Most fraud perpetrators (87.9 percent) have never been charged or convicted of a
crime. This supports previous research which has found that those who commit
occupational fraud are not career criminals.

Nearly 40 percent of all fraud cases are committed by two or more individuals. The
median loss in these cases is $485,000, which is almost five times greater than the
median loss in fraud cases involving one person. The median loss attributable to
fraud by older employees is greater than that of their younger counterparts. The
median loss by employees over the age of 60 was $713,000. However, for
employees 25 or younger, the median loss was $25,000.




Types of Red Flags and Fraud

Blue Collar Crime White Collar Crime

* Armed Robbery * Wage Theft
* Sexual Assault * Embezzlement
* Burglary * Copyright

* Drug Abuse Infringement
* Identity Theft
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Types of Red Flags and Fraud

* Fraud Organizational Profile :
* Most costly abuses occur within organizations with less than 100 employees.
* Management ignores irregularities.
* High turnover with low morale.
« Staff lacks training.




Types of Red Flags and Fraud

* Employee Red Flags :

+ Employee lifestyle changes: expensive cars, jewelry, homes, clothes

« Significant personal debt and credit problems

+ Behavioral changes: these may be an indication of drugs, alcohol, gambling, or just
fear of losing the job

* High employee turnover, especially in those areas which are more vulnerable to
fraud

* Refusal to take vacation or sick leave

* Lack of segregation of duties in the vulnerable area

Types of Red Flags and Fraud

* Management Red Flags :
* Reluctance to provide information to auditors
* Managers engage in frequent disputes with auditors
* Managers display significant disrespect for regulatory bodies
* There is a weak internal control environment
Accounting personnel are lax or inexperienced in their duties
Decentralization without adequate monitoring
Excessive number of checking accounts
Frequent changes in banking accounts
Frequent changes in external auditors
Company assets sold under market value
Significant downsizing in a healthy market
Continuous rollover of loans
Excessive number of year end transactions

Types of Red Flags and Fraud

* Management Red Flags :
* High employee turnover rate
* Unexpected overdrafts or declines in cash balances
+ Compensation program that is out of proportion
+ Any financial transaction that doesn’t make sense - either common or business
 Service Contracts result in no product
* Photocopied or missing documents




Types of Red Flags and Fraud

* Changes in Behavior “Red Flags”

* The following behavior changes can be “Red Flags” for Embezzlement:
* Borrowing money from co-workers
* Creditors or collectors appearing at the workplace
+ Gambling beyond the ability to stand the loss
* Excessive drinking or other personal habits
« Easily annoyed at reasonable questioning
* Providing unreasonable responses to questions
« Refusing vacations or promotions for fear of detection
* Bragging about significant new purchases
 Carrying unusually large sums of money
* Rewriting records under the guise of neatness in presentation

Types of Red Flags and Fraud

* Cash/Accounts Receivable “Red Flags”

« Since cash is the asset most often misappropriated, local government
officials and auditors should pay close attention to any of these warning
signs.

* Excessive number of voids, discounts and returns

* Unauthorized bank accounts

+ Sudden activity in a dormant banking accounts

+ Discrepancies between bank deposits and posting
Abnormal number of expense items, supplies, or reimbursement to the employee
Presence of employee checks in the petty cash for the employee in charge of petty
cash
Excessive or unjustified cash transactions
Large number of write-offs of accounts
Bank accounts that are not reconciled on a timely basis

Types of Red Flags and Fraud

* Payroll “Red Flags”

* Red flags that show up in payroll are generally worthy of looking into.
Although payroll is usually an automated function, it is a vulnerable area,
especially if collusion is involved.

* Inconsistent overtime hours for a cost center

* Overtime charged during a slack period

+ Overtime charged for employees who normally would not have overtime wages
+ Budget variations for payroll by cost center

* Employees with duplicate Social Security numbers, names, and addresses

+ Employees with few or no payroll deductions




Types of Red Flags and Fraud

* Purchasing/Inventory “Red Flags”
« Lack of physical security over assets/inventory
+ Charges without shipping documents
* Payments to vendors who aren’t on an approved vendor list
+ High volume of purchases from new vendors
* Purchases that bypass the normal procedures
* Vendors without physical addresses
+ Vendor addresses matching employee addresses
* Purchasing agents that pick up vendor payments rather than have it mailed

Red Flags for External Fljé d

« Social Engineering — The Human Hack “Red Flags” :

* the psychological manjpBlation of people into performing actions or
divulging confidential information.
* Trying to get you toBypa, -curity protocol
* Introducing distracti gﬁ?ﬁ ~
*-Playing on your sympathy y
= Displays urgency:in getting you to assist
* Takes control onﬂ_e conversation
= - -

Social Engineering
Comfort and familarty are tactics
used to lower your guards and
siphon information such as your




This is how hackers hack you using simp...

WATCH THIS HACKER
BREAK INTO

! MY CELL PHONE ACCOUNT |
IN 2 MINUTES

B o 000/2:29 @ & Youlube 2
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From: Bank of America <crvdgi@comcast.net>
Subject: Notification
Dats; Se e 44
To:_Undisclosed recipients: ;
Reply-To: crvdgi@comcast.net

Bankof America =2~

Online Banking Alert

Dear m&nber:

We detected unusual activity on your Bank of America debit card on 09/22/2014
For your protection, please verify this activity so you can continue making debit card

2/ [ ica.com

ivi ifyi it care:
to review 3nd VERTy your sccount activity, After verifying your debit carm 5, L L
transactions we will take the necessary st to protect your account fromrrrauas
If you do not contact us, certain limitations \nay be placed on your debit card.

2014 Bank of America Corporation. All rights reserved

notanAn £5/01/2014 7:55 PM

(noteathe,

suspension

[t punens armagon comiese

Hoyering over the link reveals it points to.anon:Amazon
site,- "hitp:/redirect keresked) com®

sociates Team

© 1996-2013. Amazon com. Inc. or iis afiliates

ocial Engineering
Comfort and familarty are tactics
used to lower your guards and
siphon information such as your
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Red Flags for External Fraud

* Spoofing

SPOOF+
MY PHONE

Red Flags for External Fraud

* Spoofing: ARP & DNS

o

DNS Spoofing
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SPOOFING

How do you view an email header o the “original
message"?

*In Gmail, while viewing the email, click the More icon (three
vertical dots) at the top right and select “Show

original” from the list.

+In Outlook, open the email, then go to File > Properties and
look in the Internet headers

If the authenticated sender, or “from” address, in the
email's properties matches your email address, then your
account was compromised. But if the sender’s email
address in the properties isn't your address, then it may
have simply “spoofed” your email while actually sending
from a different account.

As you can see above, the domain name this email being sent from is emkei.cz (th:
email spoofing site), not , so that’s a dead giveaway.

Omaha's Scoular Co. loses $17 million after
spearphishing attack
rs convinced an Omaha company to send $17.2 million to a bank in Ch

060000
e
& b




Red Flags for External Fraud

* Password Protection”

* Comfort and familiarity are tactics used to lower your guards and siphon
information such as your password.

12Tt @C&b!t*

Red Flags for External Fraud

=Sxperian.

Medical records

$1-%1000"*"
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Your behavior is being
accurately predicted

Guardian of our
memories

Digital Foot Print
Digital Foot Print

Dating Apps become

popular apps
Google becomes our
fact checker

The web becomes our
personal
entertainment system

Becomes our
therapist

Four Reasons to Care About Your Digital Footp o fad

MORE VIDEOS

Digital Foot Print

Your behavior is being
accurately predicted

Guardian of our
memories

©)

Watch later  Share

B & Youlube 2

Dating Apps become

popular apps
Google becomes our
fact checker

The web becomes our
personal
entertainment system

Becomes our
therapist
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The Jacquard Loom
1820

The Internet of Things loT
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The Internet of Things loT

The Internet of Things or iot
Play (k) is influencing our lifestyle

4 P> ) 000/321
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Receive Remote Assistance Support from Microsoft
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What can 1 help you weth today?
My computes i nficted weth & vrus. Please

SpaceX @ X - M.
Webcast of Falcon 9 laun

Twitter Scams (Spoofing)

Real Profile Fake Profile

CZ ® @cz_binas {
e I am scared to do any giveaways,
encourages and make people more
confused with the scammers... cz inatce - 40r
' _— - . e ..Yet today only, this once, our
3 g = company will hold one just for you!
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Twitter Scams (Spoofing)

Real Profile responds with fake profile Real Profile Hacked

0]

g response from

Questions

617.5331
i rodigunzi@oeinat rel

“Haiping you ts protec sur extomers

Target o '
We giving 5 D00 Bicoin (BTC) 1o sl
commanityl

We present cryptocumency payments for
your putchases in our store, and want 1o
celobrate this event with ad users!

We organize the biggest crypto-giveaway
nthe workd

partcipatein grroonsy - [
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